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HOME LATCH-KEY WEB BASED 
AUTOMATION SYSTEM 

Background of Invention 

[0001] This invention relates generally to home monitoring and automation systems, and 
more particularly, to home latch-key automation systems. 

[0002] There is nothing new about children being on their own at home. The phrase 
latch-key children originated in the early 1 800's, when youngsters who were 
responsible for their own care, wore a house key on a string around their necks. 
Today, however, with an increasing number of parents working outside the home, 
there are more children who are at home alone after school. 

[0003] Working parents that have latch-key children are concerned about obvious 

dangers like access to firearms, adult beverages, swimming pools, and appliances. 
Other concerns may pertain to who may enter the house or apartment, and whether a 
child is permitted to bring a friend to the home. Another concern may be the child"s 
access to prohibited areas of the house. Ultimately, the main concern of most parents 
is for their child"s safety, including knowing when the child arrived home, what the 
child is doing at home, if any visitors or intruders are at the home, that all utilities and 
appliances are functioning properly, and all doors are secured and locked. In addition 
to the safety of their children, it is a concern for working parents to provide service 
people access to a home. More specifically, sometimes it is difficult to leave work to 
let a service provider into the home or apartment. Currently, at least some known 
home security systems require security codes for activation and deactivation. Such 
systems are often remotely monitored, but may be ineffective for young children that 
must memorize activation and deactivation procedures. 

Summary of Invention 
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[0004] In one aspect, a method of monitoring and automating a home using a network- 
based system is provided. The system employs a server system coupled to a 
centralized database, at least one client system, and a plurality of sensors positioned 
throughout the home. The method includes receiving monitoring and automation 
(M&A) information from the client system, storing M&A information into the 
centralized database, cross-referencing M&A information, updating the centralized 
database periodically to maintain M&A information, monitoring M&A information 
within the home through the plurality of sensors, performing M&A tasks in the home 
using the plurality of sensors based on M&A information inputted into the client 
system and monitored M&A data, and notifying a home owner of the monitored M&A 
data and the M&A tasks performed within the homie. 

[0005] In another aspect, a method of monitoring and automating a home using a 

pi 

*d network-based system is provided. The system employs a server system coupled to a 

pi centralized database, at least one client system, a plurality of sensors positioned 

y throughout the home, and a service provider system. The method includes receiving 

nJ M&A information from the client system, storing M&A information into the centralized 

03 

database, cross-referencing M&A information, updating the centralized database 

5 periodically to maintain M&A information, monitoring M&A information within the 

& 

fij home through the plurality of sensors, performing M&A tasks in the home through the 

q plurality of sensors based on M&A information inputted into the client system and 

C3 monitored M&A data, notifying a home owner of the monitored M&A data and the 

M&A tasks performed within the home, and contacting the service provider system to 
request and schedule a service to be performed on a monitored device within the 
home based on the M&A information inputted into the client system and the 
monitored M&A data. 



[0006] 



In another aspect, a network-based system for monitoring and automating a 
home is provided. The system includes a client system with a browser, a centralized 
database for storing information, a plurality of sensors positioned throughout the 
home, and a server system configured to be coupled to the client system and the 
database. The server system is further configured to receive. M&A information from 
the client system, store M&A information into the centralized database, cross- 
reference M&A information, update the centralized database periodically to maintain 
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M&A information, monitor M&A information within the home through the plurality of 
sensors, perform M&A tasks in the home through the plurality of sensors based on 
M&A information inputted into the client system and monitored M&A data, and notify 
a home owner of the monitored M&A data and the M&A tasks performed within the 
home. 

Brief Description of Drawings 

[0007] Figure 1 is a simplified block diagram of a home monitoring and automating 
system in accordance with one embodiment of the present invention. 

[0008] Figure 2 is an expanded version block diagram of an exemplary embodiment of a 
server architecture of the system shown in Figure 1 . 

[0009] Figure 3 illustrates an exemplary configuration of a database within the database 
server of the server system including other related server components. 

[0010] Ftgw^_is_aflowchart illustrating an exemplary processes that may be employed 
by the system shown mTTgwt^ 1 . 

[001 1 ] Figure 5 is an exemplary embodiment of the system shown in Figure 1 connected 
to the Internet. 

[0012] Figure 6 is an exemplary embodiment of the system shown in Figure 1 remotely 
communicating with a Personal Digital Assistant (PDA). 

Detailed Description 

[0013] 

Exemplary embodiments of systems and processes that facilitate integrated 
network-based monitoring and automation of a home (not shown in Fig. 1) are 
described below in detail. The systems and processes facilitate, for example, 
monitoring and automating a home using a client system, a server system coupled to 
a centralized database, and a plurality of sensors that are positioned throughout the 
home and on the surrounding property. The system allows a home owner to monitor 
and control monitoring and automation (M&A) information through a client system. 
The M&A information includes at least one of a layout of the house, a layout of any 
buildings on the property, a description of the property, and information relating to at 
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least one of lights, locks, doors, windows, drapes, appliances, utilities, furnace, air 
conditioner, medical devices, security systems, irrigation systems, smoke detectors, 
thermostats, sound system, swimming pool, occupancy, and access restrictions within 
the home and surrounding property. 

[001 4] In the exemplary embodiment, the system collects, tracks, displays, monitors, 

schedules, and disseminates real time M&A information for a home and surrounding 
property. M&A information includes the condition of at least one of walls, floors, 
ceilings, lights, locks, doors, windows, drapes, appliances, utilities, furnace, air 
conditioner, medical devices, security systems, irrigation systems, smoke detectors, 
thermostats, sound system, swimming pool, driveway, occupancy, and access 
restrictions within the home and on the surrounding property. In addition, after the 
system collects and monitors M&A data, the system performs M&A tasks within the 
gp home and on the surrounding property through a plurality of sensors positioned 

■■J" within the home based on the M&A information and the monitored M&A data. The 

S3 

ly system also electronically notifies the home owner, providing the home owner with 

the monitored M&A data and a report of the M&A tasks performed within the home. 
*f£ Lastly, the system is capable of monitoring a plurality of items in the home and on the 

s 

surrounding property, such that an item requiring service can be detected. After the 
system detects an item that requires service, the system can electronically contact a 



rj 

q 

\j service provider, and advise the service provider of the service required. Furthermore, 



the system can schedule a service call for that item with a service provider. The 
required and scheduled can include, but is not limited to, for example, maintenance 
or repair work on a monitored item within the home or on the surrounding property, 
e.g., a dishwasher that requires repair work, or it can include replenishing supplies or 
products used within the home or on the surrounding property, e.g., food supplies, 
household cleaning supplies, or swimming pool supplies, that are monitored by the 
system. 

[001 5] m&A information relating to a home is received by the system which stores M&A 
information in a database, cross-references M&A information received, and then 
updates the database with M&A information received. The system also monitors M&A 
information within the home through the plurality of sensors, and performs M&A tasks 
in the home through the plurality of sensors based on M&A information and 
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monitored M&A data. Additionally, the system notifies a home owner of monitored 
M&A data and M&A tasks performed, and contacts a service provider system to 
request and schedule a service to be performed on a monitored device. Because M&A 
information is stored in the database, the network-based system provides convenient 
access to M&A information, and allows a home owner to monitor and automate a 
home. More specifically, a user is prompted by the system to input an address of a 
home being monitored. In an exemplary embodiment, an authorized user can access 
M&A information for each home included on the system. 

[0016] In one embodiment, the system is a computer program embodied on a computer 
readable medium and stored on a database. In another embodiment, the system is a 
computer program embodied on a computer readable medium implemented utilizing 
a Structured Query Language (SQL) with a client user interface front-end for 
administration and a web interface for standard user input and reports. In an 
exemplary embodiment, the system is web-enabled and is run on an intranet. In yet 
another embodiment, the system is fully accessed by individuals having an authorized 



u 

03 access outside the firewall of the intranet through the Internet. In a further exemplary 



embodiment, the system is being run in a Windows NT 0 environment, which is 
j^j commercially available from Microsoft Corporation, Redmond, Washington, or other 

Q similar computer application. In a further exemplary embodiment, the system is 



remotely controlled through at least one of a cell phone and a Personal Digital 
Assistant (PDA). The application is flexible and designed to run in various different 
environments without compromising any major functionality. 

[001 7] The systems and processes are not limited to the specific embodiments described 
herein. Rather, components of each system and each process can be practiced 
independent and separate from other components and processes described herein. . 
Each component and process also can be used in combination with other assembly 
packages and processes. 



[0018] 



Figure 1 is a simplified block diagram of a system 10 including a server system 
1 2, and a plurality of client sub-systems, also referred to as client systems 1 4, 
connected to server system 1 2. In one embodiment, client systems 1 4 are computers 
including a web browser, such that server system 1 2 is accessible to client systems 1 4 
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|y and client systems 14. Server system 1 2 further includes database server 16, an 

application server 24, a web server 26, a fax server 28, a directory server 30, and a 

f a mail server 32. A disk storage unit 34 is coupled to database server 1 6 and directory 

kit 

fU server 30. Servers 16, 24, 26, 28, 30, and 32 are coupled in a local area network (LAN) 

h 

36. In addition, a system administrator's workstation 38, a user workstation 40, and a 
C3 supervisor's workstation 42 are coupled to LAN 36. Alternatively, workstations 38, 40, 

and 42 are coupled to LAN 36 via an Internet link or are connected through an 
Intranet. 

[0020] Each workstation, 38, 40, and 42 is a personal computer having a web browser. 

Although the functions performed at the workstations typically are illustrated as being 
performed at respective workstations 38, 40, and 42, such functions can be 
performed at one of many personal computers coupled to LAN 36. Work stations 38, 
40, and 42 are illustrated as being associated with separate functions only to facilitate 
an understanding of the different types of functions that can be performed by 
individuals having access to LAN 36. 



• 



via the Internet. Client systems 14 are interconnected to the Internet through many 
interfaces including a network, such as a local area network (LAN) or a wide area 
network (WAN), dial-in-connections, cable modems and special high-speed ISDN 
lines. Client systems 14 could be any device capable of interconnecting to the Internet 

including a web-based phone, personal digital assistant (PDA), or other web-based 
connectable equipment. A database server 1 Z i3 connected to a carebise 2 2 
containing information on a variety of matters, as described below in greater detail. In 
one embodiment, centralized database 20 is stored on server system 12 and can be 
accessed by potential users at one of client systems 1 4 by logging onto server system 
12 through one of client systems 14. In an alternative embodiment database 20 is 
stored remotely from server system 12 and may be non-centralized. 

[001 9] Figure 2 is an expanded version block diagram of an exemplary embodiment of a 
\* server architecture of a system 22. Components in system 22, identical to 

81 components of system 1 0 (shown in Figure 1 ), are identified in Figure 2 using the 



same reference numerals as used .in Figure 1 . System 22 includes server system 1 2 



[0021] 



Server system 1 2 is configured to be communicatively coupled to various 
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individuals, including home owners 44 and to third parties, e.g., service providers, 46 
via an ISP Internet connection 48. The communication in the exemplary embodiment 
illustrated as being performed via the Internet, however, any other wide area network 
(WAN) type communication can be utilized in other embodiments, i.e., the systems 
and processes are not limited to being practiced via the Internet. In addition, and 
rather than WAN 50, local area network ZZ could be us-d in plicc cf VwW Z0. 

[0022] In the exemplary embodiment, any authorized individual having a workstation 54 
can access system 22. At least one of the client systems includes a service provider 
workstation 56 located at a remote location. Work stations 54 and 56 are personal 
computers having a web browser. Also, work stations 54 and 56 are configured to 
communicate with server system 12. Furthermore, fax server 28 communicates with 
remotely located client systems, including a client system 56 via a telephone link. Fax 

C-3 server 28 is configured to communicate with other client systems 38, 40, and 42 as 

jyj well. 

03 

[0023] Figure 3 illustrates an exemplary configuration of database 20 within database 
S3 server 1 6 of server system 1 2 shown in Figure 1 . Database 20 is coupled to several 

separate computer software components within server system 1 2, which perform 
specific tasks. Server system 1 2 includes a collection component 64 for collecting data 
in database 20, a tracking component 66 for tracking data, and a displaying 
component 68 to display information. Tracking component 66 tracks and cross- 
references data, including modifying existing data. Server system 12 also includes a 
receiving component 70 to receive information and data from client system 14, and an 
accessing component 72 to access database 20 within data storage device 34. 
Receiving component 70 is programmed for receiving information and data from one 
of a plurality of client systems 1 4. Server system 1 2 further includes a processing 
component 76 for searching and processing received information and data against 
database 20 containing a variety of information collected by collection component 64. 
An information fulfillment component 78, located in server system 12, downloads 
requested information to the plurality of users in response to a request received by 
receiving component 70. Information fulfillment component 78 downloads the 
information after the information is retrieved from database 20 by a retrieving 
component 80. Retrieving component 80 retrieves, downloads and sends information 
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to client system 1 4 based on a request received from client system 1 4. 

[0024] Retrieving component 80 also includes a display component 84 configured to 

download information to be displayed on a client system's graphical user interface and 
a printing component 86 configured to print information. Retrieving component 80 
generates reports requested by the user through client system 14 in a pre-determined 
format. System 10 is flexible and provides other alternative types of reports and is not 
constrained to the options set forth above. 

[0025] Server system 1 2 also includes a notifying component 88 and an activating 

component 90. Notifying component 88 electronically transmits a message to client 
system 14 based on a request inputted into client system 14 and transmitted to server 
system 1 2 notifying a user of monitored M&A data and M&A tasks performed within 
the home. Activating component 90 electronically activates and deactivates the 
€! plurality of sensors positioned throughout the home and on the surrounding property 

y i 

frj based on M&A information and monitored M&A data. 

Pj [0026] In one embodiment, collection component 64, tracking component 66, displaying* 

ni 

j* component 68, receiving component 70, processing component 76, information 

; £ fulfillment component 78, retrieving component 80, display component 84, printing 

fy component 86, notifying component 88, and activating component 90 are computer 

^ programs embodied on computer readable medium. 

p 

}»* [0027] Database 20 contains a Home Information Section (HIS) 92 for each home 

connected to server system 12. HIS 92 is divided into a monitored M&A data section 
94 and a M&A tasks section 96. HIS 92 also includes M&A information 98 relating to 
the home including a description of the home 100, a description of the surrounding 
property 102, a description of any buildings on the property 104, and information 
relating to at least one of lights 1 06, locks 1 08, doors 1 1 0, windows 1 1 2, drapes 1 1 4, 
appliances 1 1 6, utilities 1 1 8, furnace 1 20, air conditioner 122, medical devices 1 24, 
security systems 1 26, irrigation systems 1 28, smoke detectors 1 30, thermostats 1 32, 
sound system 134, swimming pool 136, occupancy 13 8, and access restrictions 140 
within the home and surrounding property. 



[0028] 



System 10 (shown in Fig. 1) monitors M&A information 98 within the home 
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through a plurality of sensors and stores the monitored data in monitored M&A data 
94. The sensors are positioned throughout the home and on the surrounding property 
including on at least one of walls 142, floors 144, ceilings 146, lights 106, locks 108, 
doors 1 1 0, windows 1 1 2, drapes 1 1 4, appliances 1 1 6, utilities 1 1 8, furnace 1 20, air 

conditioner 122, medical devices 124, security systems 126, irrigation systems 12S, 
smoke detectors 1 30, thermostats 132, sound system ] 3 1, swimming poo! 13C,anJ 
driveway 1 48 such that condition of walls 1 42, floors 1 44, ceilings 1 46, lights 1 06, 
locks 1 08, doors 1 1 0, windows 1 12, drapes 1 1 4, appliances 1 1 6, utilities 118, 
furnace 1 20, air conditioner 1 22, medical devices 1 24, security systems 1 26, 
irrigation systems 128, smoke detectors 130, thermostats 132, sound system 134, 
swimming pool 1 36, and driveway 1 48 is recorded. 

[0029] System 1 0 also performs tasks within the home through the plurality of sensors. 
□ M&A information 98 relating to these tasks is stored in M&A tasks 96. System 1 0 

f;H performs M&A tasks by positioning a plurality of sensors throughout the home and on 

;\ the surrounding property including on at least one of lights 1 06, locks 1 08, doors 

W 

ry 1 1 0, windows 112, drapes 1 1 4, appliances 1 1 6, utilities 1 1 8, furnace 1 20, air 

m 

£ conditioner I 22, medical devices 1 24, security systems 1 26, irrigation systems 1 28, 

s smoke detectors 1 30, thermostats 1 32, sound system 1 34, and swimming pool 1 36 

p: i such that the sensors can electronically activate and deactivate at least one of lights 

M 1 06, locks 1 08, doors 1 1 0, windows 1 1 2, drapes 1 1 4, appliances 1 1 6, utilities 1 1 8, 

"■4 

P furnace 1 20, air conditioner 1 22, medical devices 1 24, security systems 1 26, 

irrigation systems 1 28, smoke detectors 1 30, thermostats 1 32, sound system 1 34, 
and swimming pool 136. 

[0030] System 1 0 also notifies the home owner by transmitting an electronic message to 
client system 1 4 from server system 1 2 that provides the home owner with M&A 
information, monitored M&A data, and M&A tasks performed with the home. 

[0031] 

HIS 92 also includes a service provider section 1 50 that includes service provider 
contact information 1 52 for each item monitored within the home and surrounding 
property. Service provider contact information includes a name of each service 
provider 1 54, an address for each service provider 1 56, a telephone number for each 
service provider 1 58, and an e-mail address for each service provider 1 60. When a 
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monitored item requires service, system 10 will determine the item that requires 
service, access database 20, retrieve service provider contact information 1 52 
assigned to the item requiring service, and electronically contact the retrieved service 
provider. System 10 will notify the service provider of the item that requires service 

and will schedule a service call with the service provider. The service required and 
scheduled can include, but is not limited to, for example, maintenance or repair work 
on a monitored item within the home or on the surrounding property or it can include 
replenishing supplies or products used within the home or on the surrounding 
property, e.g., food supplies, household cleaning supplies, or swimming pool 
supplies, that are monitored by system 10. 

[0032] System 10 accumulates a variety of confidential data, and therefore, has different 
access levels to control and monitor the security of the system. Authorization for 
access is assigned by system administrators on a need to know basis. In one 
embodiment, system 10 provides access based on job functions. In yet another 
embodiment, system 10 provides access based on business-entity. The 
administration/editing capabilities within system 10 are also restricted to ensure that 
only authorized individuals have access to modify or edit the data existing in the 
system. System 10 manages and controls access to system data and information. 

[0033] The architectures of system 1 0 as well as various components of system 1 0 are 
exemplary only. Other architectures are possible and can be utilized in connection 
with practicing the processes described below. 

[0034] 

figure 4 is a flowchart 200 illustrating an exemplary processes that may be 
employed b^s^stem 1 0 (shown in Fig. 1) to facilitate use. Initially, the user accesses 
210 a user interface^u^h as a home page 220 of the web site through client system 
14 (shown in Figure 1). In onfe^iiibodiment, client system 14, as well as server system 
12, are protected from access by unauthorized individuals. The user logs-in 230 to 
system 1 0 using a password (not shown) or a sett*qty number for security reasons. 
Client system 14 is configured to receive 232 an electromt>qotice of M&A information, 
monitored M&A data, and M&A tasks performed from server syst£ttKT2. Client system 
14 displays 240 options available to the user through links, check boxes^&r-Rull- 
down lists. After the user selects 244 an option (in one embodiment, relating to tFte> 
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[0035] 



[0036] 



Address of the home) from the available links, the request is transmitted 248 to server 
system 12. Transmitting 248 the request is accomplished, in one embodiment, either 
by click of a mouse or by a voice command. After server system 12 (shown in Fig. 1) 
receives 252 the request, server system 1 2 accesses 256 database 20 (shown in Fig. 
1). 

/stem 10 determines 260 if additional narrowing options are available. In one 
embodiment, additional narrowing options include monitored M&A data and M&A 
tasks selection pull-down lists. If additional narrowing options are available 264, 
system 1 0 displays 240 the options relating to the prior option selected by the user 
on client systei\l4. The user selects 244 the desired option and transmits'the 
request 248. Server system 1 2 receives the request 252 and accesses 256 database 
20. When system 1 0\determines that additional options 260 are not available 268, 
system 10 retrieves 2A2 requested information from database 20. The requested 
information is downloaded 276 and provided 2 80 to client system 14 from server 12. 
if the request also includesva request to perform a M&A task within the home, system 
10 will activate or deactivateNthe plurality of sensors to perform 282 the requested 
M&A task. Client system 14 wi\ also transmit a notice 284 to service provider 
workstation 56 (shown in Fig. 2)Velating to an item monitored within the home that 
requires service. The user can conrmue to search 284 database 20 for other 
information or exit 290 from system\0. 

Figure 5 shows an exemplary embodiment of system 41 0 including an internet 
service provider 41 2, an Internet 41 4, a remote computer 416, a telephone land-line 
connection 41 8, a local gateway server 420, a home computer 422, a local area 
network 424, a plurality of video cameras 426, and a plurality of sensors 428. Remote 
computer 416 accesses internet service provider 412 via Internet 414. Internet service 
provider 41 2 is electrically connected to local gateway server 420, which is connected 
to home computer 422 and local area network 424. Local area network 424 is 
connected to plurality of sensors 428 and plurality of video cameras 426. Plurality of 
sensors 428 are connected to a plurality of door locks 430, an electricity system 432, 
a cooling system (not shown in Fig. 5), a heating system (not shown in Fig. 5), an 
irrigation system (not shown in Fig. 5), a swimming pool 434, a plurality of windows 
(not shown in Fig. 5), and a plurality of appliances (not shown in Fig. 5). In addition, 
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home automation system 41 0 includes a video door bell (not shown in Fig. 5) 
connected to at least one of a front door 436, a rear door (not shown in Fig. 5), and a 
side door (not shown in Fig. 5) of the home. In one embodiment, the plurality of 

sensors 428 are connected to appliances within the home including, but not limited 
to, at least one of a dishwasher, a refrigerator, a stove, a washing machine, a dryer, a 
microwave, and a range. Sensors 428 can also be connected to other appliances not 
mentioned hereinabove. 

[0037] ( Sensors 428 monitor the appliances to determine whether they are operating 

correctly. Sensors 428 also control activation/deactivation of the appliances. In one 
embodiment, a cooling system includes an air conditioning system. In another 
embodiment, a heating system includes at least one of a natural gas fired furnace and 
an electric furnace. In one embodiment, sensors 428 detect smoke within the home 
and transmit an electrical signal via local area network 424 and local gateway 420 to 
at least one of a fire department, a police department, and a security service. In 
another embodiment, sensors 428 detect audio when decibel values exceed a 



W 

nj predetermined value set by the user and transmit an electrical signal via local area 



network 424 and local gateway 420 to at least a police department and a security 
5 service. In yet another embodiment, sensors 428 detect at least one of breaking glass 

fij and scoring glass and transmit an electrical signal via local area network 424 and 

gateway 420 to at least a police department. 

Q 

}«* [0038] Video cameras 426 and sensors 428 monitor a plurality of "activities within the 
home. More specifically, cameras 426 and sensors 428 monitor the movement of 
persons within the home. In one embodiment, video cameras 426 and sensors 428 
record who is inside the home, what time they arrived, what areas of the house they 
are accessing, and a time period they accessed specific areas. Furthermore, video 
cameras 426 and sensors 428 record activities on the surrounding property of the 
home, e.g., monitoring an exterior of the home. Video cameras 426 and sensors 428 
record and identify persons attempting to access unapproved areas, as determined by 
a user, in the home. In one embodiment, video doorbell records anyone seeking entry 
to the home, and the user remotely unlocks front door 436, rear door, or side door via 
system 41 0 when an approved user accesses the video doorbell. In addition, video 
cameras 426 and sensors 428 transmit this data, collected via local area network 424, 
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to be stored on local gateway server 420. Local gateway server 420 determines 
trending activities and reports such information to an approved user. In addition, 
system 410 communicates with remote computer 416 by at least one of a power line 
carrier communications and RF communications. 

[0039] Figure 6 is an exemplary embodiment of system 4 1 0 illustrating a Persona! Digital 
Assistant (PDA) 440 remotely communicating with system 4 1 0. PDA 440 
communicates with system 41 0 via at least a leased land-line communications, 
Internet 41 4, power line carrier communications, and RF communications. The 
information stored on local gateway server 420 can be accessed by home computer 
422 or can be accessed remotely by computer 416 connected to internet service 
provider 412 via Internet 414. In addition, a user remotely accesses system 410 using 
at least one of PDA 440, and a cellular telephone (not shown in Fig. 6). The user 
Ej4 remotely controls activating and deactivating at least one of a plurality of utilities and 

ff| a plurality of appliances. For example, the user can access system 41 0 to determine a 

' temperature of the home, and can remotely activate the cooling system to reduce the 

TLJ temperature, or activate the heating system to increase the temperature. In an 

m 



alternative embodiment, the user can access system 41 0 to activate or deactivate an 
appliance, such as a dishwasher. In a further alternative embodiment, the user can use 
PDA 440 to access system 41 0 to set a temperature for swimming pool 434. In yet a 
further embodiment, the user can use at least computer 41 6 and PDA 440 to access 

M 

Q records stored in local gateway 420 to review who has accessed the home, at what 

U 

time, what rooms were accessed, and for what duration of time. In an additional 
embodiment, the user can remotely access system 41 0 to remotely control the 
irrigation system. In yet another embodiment, the user allows third parties, e.g., 
delivery persons, cleaning services, real-estate agents, and landscapers, to access the 
home through system 410. In another embodiment, cleaning services and food supply 
delivery persons are provided access to the home through system 410 based on a 
regular schedule inputted into system 410. 

[0040] Working parents that have latch-key children are concerned about obvious 

dangers within a home like who may enter the house or apartment, whether a child is 
permitted to bring a friend to the house, and whether a child has entered a prohibited 
area of the house. Ultimately, the main concern of most parents is for their child"s 
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safety, including knowing when the child arrived home, what the child is doing at 
home, if any visitors or intruders are at the home, that all utilities and appliances are 
functioning properly, and all doors are secured and locked. In addition to the safety of 
their children, it is a concern for working parents to provide service people access to a 
home. The present invention facilitates monitoring and automating a home using a 
web-based system. The system a!!.* a h:,^2 cwr.er to nc-r.i::r c^/.trc! 
information through a client system. Additionally, the system also electronically 
notifies the home owner, providing the home owner with the monitored M&A data and 
a report of the M&A tasks performed within the home. Lastly, the system is capable of 
monitoring a plurality of items in the home and on the surrounding property, such 
that an item requiring service can be detected. After the system detects an item that 
requires service, the system can electronically contact a service provider, and advise 
the service provider of the service required. The system can also schedule a service 

yp call for that item with a service provider. 

Q1 
m 

T: [0041] While the invention has been described in terms of various specific embodiments, 

fij those skilled in the art will recognize that the invention can be practiced with 

03 

modification within the spirit and scope of the claims. 

wis* 

r\l 
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